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ABSTRACT

The growth of ubiquitous computing has given rise to a
range of possibilities for context-based application
development. The Hermes project is addressing the
development of a generic framework to support the design
and implementation of mobile, context-aware applications
by focusing on the core abstraction of a trail. This paper
discusses a major element of our current work -
augmenting the Hermes framework with collaborative
context and context history components. These components
will give application developers the ability to obtain,
manage, and exploit current and historical context
information, such as trail histories, that can only be
acquired via collaboration between a number of dedicated
sensors and devices in the ubiquitous computing space.
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INTRODUCTION

The development of ubiquitous computing applications
poses numerous challenges to software developers. Many
issues inherent to the ubiquitous computing paradigm must
be tackled during each application development effort,
meaning that developers repeatedly encounter the same or
similar issues, regardless of the application under
consideration. These issues range from low-level program-
ming issues to high-level usability issues. Notable
examples of such issues include intermittent network
connectivity and executing resource-intensive application
adaptation algo-rithms on resource-constrained devices.

Hermes  (http://hermes.dsg.cs.tcd.ie) is a software
framework for mobile, context-aware trails-based
applications that will support developers by providing
generic components containing structure and behaviour
common to all trails-based applications [2]. Mobile,

context-aware applications are those that run on mobile
devices, such as PDAs or smartphones, and have an
awareness of the physical and social situation in which they
are deployed. Context is defined as any information that
can be used to characterize this situation [3]. A trail is a
collection of selected activities, together with associated
locations and other information, and a dynamically recon-
figurable recommended visiting order.

Trails underpin a wide range of useful applications for a
mobile user who has a set of activities that may or should
be carried out throughout the day at different locations.
Combining the trails concept with mobile, context-aware
technology creates opportunities for innovative activity-
based application development. Examples of trails-based
applications that are both mobile and context-aware include
tour guides, courier support/management systems, basic
route planners, treasure hunt games and student activity
support systems.

This paper discusses collaborative context - the sharing of
context data between devices in a ubiquitous computing
environment and trail histories — a recorded account of
how a user makes use of a trail. We have recently begun
work on adding collaborative context and context history
comp-onents to the existing Hermes framework. The
remainder of this paper contains an overview of the
collaborative context concept and its challenges; a
discussion of trails, trail histories, and their challenges; and
concludes with a presentation of planned future work and
open questions.

COLLABORATIVE CONTEXT

Fundamental to ubiquitous computing applications is a
requirement to sense or obtain relevant information from
the user’s environment. In a mobile, context-aware trails-
based situation, that environment can be spread over a
relatively large geographical space e.g., a city, and the
types of context information required include those not
directly provided by typical dedicated sensors e.g., crowd
density at distant locations on a user’s trail and ratings of
activities by users. For this paper, we differentiate
dedicated sensors, such as accelerometers, thermometers,
or GPS sensors, from the higher-level devices. Dedicated
sensors are built to sense a single aspect of the environment
and communicate that value. A device might have a sensor



embedded in it, but the property of being able to combine
that sensor information with other information makes it a
device. Devices include servers, laptops, mobile devices,
and other computing platforms that are not dedicated
Sensors.

Collaborative context is the subset of context that is
acquired via the communication between dedicated sensors
and devices in a ubiquitous computing space and can be
used to increase both the range of context available and
context reliability. More formally, collaborative context is
defined recursively as:

e Context information acquired directly from other
devices that are not dedicated sensors

e Context information acquired from dedicated sensors
through other devices

e Context information derived from the combination of
collaborative context and possibly sensor data and/or
context information already on the device

Context obtained directly from dedicated sensors is not

included in collaborative context, because another device

does not have access to this context; this means another

device cannot act on the context data before it is received.

This property of collaborative context is the important

element in the challenges presented in the next section

An example of using collaborative context in an application
is sharing trail histories to revise activity or trail details. A
trail history is a recorded account of how the user makes
use of a given trail. This includes the initial application-
generated trail, any reconfigurations of that trail, the trail
actually followed by the wuser, and other context
information that might aid in explaining why the user
might have deviated from or followed the trail. If an
application on a user’s device receives this historical
context information from other devices, it can infer from it,
for example, that a particular activity took longer than
originally expected. The application might then lengthen
the predicted duration of that activity. This form of
collaborative technique can be used to provide a more
realistic trails experience to mobile users.

Collaborative Context Challenges

The use of collaborative context has the potential to greatly
improve both the manner in which trails are generated and
the representation of the ubiquitous computing space to the
user; however, there are a number of significant research
challenges in this area. Rather than concentrating on the
communication challenges for requesting and transferring
context between devices, our research in collaborative
context focuses on how context information is disclosed
and how context information is refined upon acquiring it.
Consequently, these are the three challenges of collabor-
ative context that we are addressing:

Privacy
Privacy addresses the conditions under which an
application stores or discloses a piece of information.

Some applications will not function without being provided
some form of context information, even if it is less precise
e.g., disclosing city or country instead of exact GPS
coordinates. As discussed in [5], most users will only
agree to provide a system with personal data if the benefits
gained from the disclosure outweigh the risks e.g.,
purchasing items by credit card on the Internet.

Trust

Trust is the amount of confidence a party has that another
party will behave as expected. Trust in relation to collab-
orative context is a function of the confidence in the
original source of the context information, as well as any
other device it passes through en route to the destination. It
can also vary based on the type of the context information.

Perception

The term perception is used to describe the difficulties of
relating a piece of context from an outside environment
into the device’s environment. In collaborative context, the
originators or intermediary manipulators of context
information are normally in a different situation than the
receivers of that context. Whether this difference is that of
location, application goals, or a combination of factors, the
context a device communicates depends on its perception
of the surrounding environment. Unfortunately, defining
and communicating the entire relevant context is
impossible for most applications. Imprecision, staleness,
conflicting, incor-rect, or missing values, and subjective
opinions and recommendations are all important perception
issues.

To some extent, these are important challenges of acquiring
and using any type of context; however, due to the indirect
path and possibly subjective nature of the pieces of context,
handling these issues is essential for collaborative context.

TRAILS AND TRAIL HISTORIES

Current context is not the only source of useful
collaborative context to an application; historical context
can also be an important source of shared context. A key
component of collaborative context in trails-based applica-
tions is the ability to share past and current trails. Some
benefits gained by the ability to use and share trails and
trail histories are:

Avoiding trail generation

Due to the limited processing power of the mobile devices
and the processing-intensive nature of trail generation,
using a previously recorded trail to avoid calculating the
entire trail again can have beneficial effects on trail quality
and application responsiveness.

Verifying assumptions

Trail histories can be used as an aid in verifying or revising
certain assumptions made by the application about the
activities and the trail as a whole, such as activity duration
or journey time between activities.



Utilizing feedback for adaptation

Trail generation utilizes user preference and other context
information to predict in what order and which route users
will want to experience a trail. Trails are unique to most
predictive context-aware applications in that there is
implicit feedback on whether the user is satisfied with the
current generated trail i.e., if the user follows the trail. This
feedback can aid in predicting under what conditions a user
might deviate from a particular trail, and an application can
use that information to generate a more acceptable trail.

Synchronizing users

Trails and trail histories may be shared among friends and
coworkers to allow users to synchronize their activities and
routes between activities. Current trails can be used to
determine where a user plans to be, and trail histories can
be used to predict where a user might be.

Offloading trail computation

Another device might have greater knowledge of the
activities or routes between the activities. In order to
leverage the knowledge of that device, part of a trail or a
collection of activities can be given to that device to order
the activities more appropriately or choose more suitable
routes.  This is also an indirect method of using
information contained in another device’s trail histories
without the overhead of actually passing the trail histories
themselves. Additionally, if groups of activities can be
partitioned for ordering like this, the runtime complexity of
the trail generation can be significantly reduced; however,
finding partitions generically is a nontrivial task [4].

Trails and Trail Histories Challenges

Sharing historical context creates challenges, because the
information is not current and the interaction occurred in
another device with a different user context. Consequently,
even though sharing this information has important privacy
and trust issues, representing and utilizing trail histories
deal mostly with the perception challenge.

Challenges in representing trail histories

The choice of what context information to store in the
representation of a trail history is vital for trail reuse, as this
additional context might help explain why an application
generated a particular trail or why a user might have
deviated from it. If the application that created the trail
history includes a useful subset of motivating context
information, this removes the trail history exploiter, which
might also be the trail history creator, from attempting to
reconstruct that information itself. However, discovering
an optimal subset of available context information to store
in a trail history can be difficult as the most useful subset
can be specific to the exploiting application’s user, device,
and situation.

Trail history size is also an important representation
concern when considering the limited storage space and
low-bandwidth communications on mobile devices.
Consequently, finding the optimal subset of the available
context information to store in a trail history is also crucial

for use by resource-constrained devices. To alleviate the
size concerns, an application could store or pass only a
subset of the trail history; however, determining the correct
subset for later, possibly off-device, reuse can be difficult,
and this still involves the issues associated with finding a
subset of additional context to include.

Dynamic trail reconfiguration presents a final trail history
representation challenge. As a user follows a trail, minor
adjustments such as an activity running a few minutes over
or a route between activities not taking as long to traverse
as expected might be useful to store. More dramatic
adjustments such as an added activity or a route closure
might force the activity ordering to change. Finding a way
to represent these changes in way that is efficient for
applications to examine and is sensitive to the resource-
constrained nature of mobile devices is essential.

Challenges in utilizing trails and trail histories
Other challenges to actually utilizing generic trails and trail
histories, rather than just representing them, are:

e  Analyzing trails: Determining what portions of the trail
are relevant can be difficult, particularly when they
contain activities unfamiliar to an application.

e  Comparing trails: Different trails probably have differ-

ent orderings based on the users’ preferences and

environment conditions at the time of creation and use.

They might also contain different activities.

Merging trails: This is closely related to analyzing and
comparing trails, which are necessary components for
merging. While merging multiple trails into one might
prevent an application from recalculating an entire trail,
it still must find a way to mix and connect the activities
in the various trails. There is also a danger that merging
might be more expensive than simply generating the trail.
Like most user interactions with their environment in
ubiquitous computing, the underlying issue in most of these
challenges is that trails and trail histories are complicated
pieces of derived context and are influenced by a combi-
nation of several factors that are difficult to capture and
reuse.

CURRENT WORK AND OPEN ISSUES

A trails-based multi-player riddle game based in Dublin
city is currently under development. The object of the game
is to collect more points than the other players by the end
of the game. A player receives points by answering riddles
at a collection of locations and a correct answer removes
the riddle at that location. There are a limited number of
riddles at each location, all with varying types and point
values. The attempts to answer riddles are the activities in
the trail and the trail generation and reconfiguration are
based on current game state and player-defined strategy
preferences.

This application will be used as a platform upon which to
design and implement collaborative context and context
history components that will aid the enhancement of



existing Hermes framework components. The
collaborative context component will be used to pass
context information such as game state and trail histories.

Most of the applications of trail histories to the riddle game
will be to aid the generation of trails and improve game
strategies. Part of our evaluation will be for users to play
the game multiple times. Both the user’s and other
successful players’ trail histories from previous games can
be analyzed and exploited to create more successful,
customized player trails.

Game simplifications, like a fixed collection of previously
defined riddle activities, limited geographic space, and a
fixed time limit should allow us to focus on a subset of the
difficult challenges presented earlier, such as game-specific
trail history representation and exploitation on constrained-
resource devices.

Allowing a user to play multiple times will also help us
answer a key question concerning mobile, trails-based
applications: While studies such as the GUIDE project [1]
have shown that a one-time use of a trails-based application
in an unfamiliar environment can be a great aid to users,
once the users are familiar with the geographic area and the
activities, will the trails-based application be useful? Our
initial feeling is that this will depend on the quality of the
context information acquired and how an application
utilizes it to aid users in their tasks. If players continue to
use the trails-based application features even after
becoming familiar with the area and activities, this will

certainly be a positive step in demonstrating the utility of
trails-based applications.
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